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Internet Threats Trend Report 

Overview 

In the second quarter of 2013, global spam levels dropped while specific regions and countries saw increases. 

This is evidence of a growing trend towards more a

leading spam topic, while Belarus became the world’s top spammer. Current news events were used almost 

in real-time to distribute malware. The number of websites infected with malware continue

while phishing levels dropped.  

Spam Trends 

In the second quarter of 2013, spam levels dropped compared to the first quarter.  Although April saw 

relatively large amounts of spam, levels dropped by 32% in May and then by a further 15% in June.  The 

average daily spam in June was near 54 billion emails per day 

June saw levels of a “mere” 36 billion messages.  

lows of 64% during June.   

There was clear evidence in Q2 of the growing tendency towards more locally targeted spam campaigns 

affecting spam volumes in a highly significant way. This is obvious when global numbers are compared to the 

development of spam levels in Germany as analyze

email users, the overall spam volume was 32.2 percent higher in the second quarter compared to the first 

quarter of 2013. The share of spam in the entire email volume rose above the 80 percent mark, reach

average of 81.2 percent in Q2. This is a significant increase from January when the spam share was as low as 
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In the second quarter of 2013, global spam levels dropped while specific regions and countries saw increases. 

This is evidence of a growing trend towards more and more localized campaigns. Diet spam re

leading spam topic, while Belarus became the world’s top spammer. Current news events were used almost 

The number of websites infected with malware continue

In the second quarter of 2013, spam levels dropped compared to the first quarter.  Although April saw 

relatively large amounts of spam, levels dropped by 32% in May and then by a further 15% in June.  The 

erage daily spam in June was near 54 billion emails per day – which is the lowest level in years.  

36 billion messages.  Spam as a percentage of all email also dropped to historic 

There was clear evidence in Q2 of the growing tendency towards more locally targeted spam campaigns 

affecting spam volumes in a highly significant way. This is obvious when global numbers are compared to the 

development of spam levels in Germany as analyzed by German Commtouch subsidiary Eleven. For German 

email users, the overall spam volume was 32.2 percent higher in the second quarter compared to the first 

quarter of 2013. The share of spam in the entire email volume rose above the 80 percent mark, reach

average of 81.2 percent in Q2. This is a significant increase from January when the spam share was as low as 
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In the second quarter of 2013, spam levels dropped compared to the first quarter.  Although April saw 

relatively large amounts of spam, levels dropped by 32% in May and then by a further 15% in June.  The 

which is the lowest level in years.  The 30
th

 of 

Spam as a percentage of all email also dropped to historic 

 

 

There was clear evidence in Q2 of the growing tendency towards more locally targeted spam campaigns 

affecting spam volumes in a highly significant way. This is obvious when global numbers are compared to the 

d by German Commtouch subsidiary Eleven. For German 

email users, the overall spam volume was 32.2 percent higher in the second quarter compared to the first 

quarter of 2013. The share of spam in the entire email volume rose above the 80 percent mark, reaching an 

average of 81.2 percent in Q2. This is a significant increase from January when the spam share was as low as 



 

Page 2  

blog.commtouch.com    www.commtouch.com 

 

Internet Threats Trend Report - July 2013 

60 percent. This was at least partly due to huge spam volumes on June 25
th

 with levels not seen since 

November 2011.  On that day, spam levels were more than three times higher than the previous day. The 

massive spike was caused by various spam waves advertising online casinos.  

 

The second quarter of 2013 continued a trend seen in Q1: the use of current news events to distribute 

malware and the fast, probably at least semi-automatic adaptation to the newest breaking news. i.e. what 

could be termed “real-time spam”. The most significant campaign was launched just after the terrorist 

attacks on the Boston Marathon. Soon after, emails were sent that linked to a site that promised exclusive 

video footage of the event. Another example of real-time spam was shown the next day: the campaign 

continued, this time, however, promoting videos of the deadly gas explosion in the Texas town of Waco. This 

trend is already one of the major developments of 2013 and is bound to continue. 

The emails included subjects such as: 

• CAUGHT ON CAMERA: Fertilizer Plant Explosion 

• CAUGHT ON CAMERA: Fertilizer Plant Explosion Near Waco, Texas 

• Fertilizer Plant Explosion Near Waco, Texas 

• Texas Explosion Injures Dozens 

• Raw: Texas Explosion Injures Dozens 

• Texas Plant Explosion 

Similar Boston Marathon-themed emails included subjects such as: 

• Video of Explosion at the Boston Marathon 2013 

• BREAKING – Boston Marathon Explosion 

• Explosion at Boston Marathon 

• Aftermath to explosion at Boston Marathon 
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The links lead to Web pages showing embedded YouTube clips of the bombings.  The Texas explosion emails 

led to almost identical pages.  Both pages included an invisible iframe that resulted in an executable malware 

download. 

 

Another development that is not entirely new is concealing the purpose of a spam email. Because nearly all 

email users have learned to ignore emails promising miraculous drugs, pharma-spammers have a long 

tradition of disguising their topics. In Q2, Commtouch spotted campaigns in which apparently personal 

invitations to the popular online storage service Dropbox were faked leading users to sites such as “U.S. 

Drugs” offering blue and other pills.   
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Spam Topics 

Following the re-emergence of pump and dump spam during the first quarter of 2013, another old spam 

topic made a major comeback in Q2: emails advertising allegedly miraculous drugs and methods to lose 

weight. Their share of the overall spam volume rose fro

largest spam topic. The diet ingredient of choice for many of those campaigns was green coffee beans. Pills 

containing the magic stuff were promoted in messages made to look like new extracts by using logos

various news channels and TV shows in order to add credibility to their offerings.
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emergence of pump and dump spam during the first quarter of 2013, another old spam 

topic made a major comeback in Q2: emails advertising allegedly miraculous drugs and methods to lose 

weight. Their share of the overall spam volume rose from 0.4 to 10.9 percent in Q2, making it the second

The diet ingredient of choice for many of those campaigns was green coffee beans. Pills 

containing the magic stuff were promoted in messages made to look like new extracts by using logos

various news channels and TV shows in order to add credibility to their offerings.  
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The number one spam topic remained pharmaceutical spam, mainly advertising for Viagra and similar drugs, 

although its share of the overall spam volume significantly decreased: from 16.3 percent in Q1 to 11.7 

percent in Q2. Semi-legal and illegal job offers

target recipients to act as money mules, aiding in money laundering schemes. Job spam was the third largest 

spam topic in Q2 with a share of 9.1 percent, just down from 12.1 percent in Q1. The first 

up, casino spam, dropped to number five in the second quarter with a decrease from 14.1 to 8.6 percent 

despite being responsible for the year’s biggest spam wave so far

level with a share of 8.8 percent in Q2.
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The number one spam topic remained pharmaceutical spam, mainly advertising for Viagra and similar drugs, 

although its share of the overall spam volume significantly decreased: from 16.3 percent in Q1 to 11.7 

legal and illegal job offers also remain a key topic in spam. These campaigns mainly 

target recipients to act as money mules, aiding in money laundering schemes. Job spam was the third largest 

spam topic in Q2 with a share of 9.1 percent, just down from 12.1 percent in Q1. The first 

up, casino spam, dropped to number five in the second quarter with a decrease from 14.1 to 8.6 percent 

despite being responsible for the year’s biggest spam wave so far. Dating spam remained relevant at a stable 

evel with a share of 8.8 percent in Q2. 
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The re-emergence of penny stock or pump and dump spam continued in Q2. Typically, pump and dump 

campaigns last for an average of four days, often starting ahead of the weekend. The attempted trick is to 

share what are alleged to be insider tips intended to get recipients to buy the stock when markets open on 

Monday, sending its price up so that the spammers who have previously purchased shares can then sell and 

cash in. However, recently some campaigns have left the pattern and continued for several weeks. The 

purpose of this new tactic remains unclear. 

Despite remaining below one percent, numbers of 419 scam emails more than tripled in Q2, after remaining 

on a constant level as compared to Q4 2012. This made it the only major category to more than double in 

absolute numbers – except diet spam, which increased in volume by more than 3.7 percent as compared to 

Q1. 

Spam zombies  

During the second quarter of 2013, India stayed in first place with the most spam sending bots (19.3%) 

followed by Iran with a significant increase of nearly 8%.  Brazil, once the zombie leader and a firm fixture in 

the top 15 for the last 4 years, has finally dropped off the list along with Kazakhstan and Spain.  New entries 

include Italy, Serbia, and Mexico. 
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Spam countries of origin 

After topping the spam list in the first quarter of 2013, the United States fell to second place in Q2, handing 

the spam crown to Belarus which was responsible for 14.8 percent of all spam (up from second place and 6.5 

percent), while the U.S. share dropped from 9.1 to 6.3 percent. In absolute numbers, the amount of spam 

coming out of Belarus tripled compared to the first quarter, while the number of spam emails from the 

United States decreased by 10 percent. 
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Geographically, the top 10 were widely distributed and featured three Asian countries, two from Eastern 

Europe, two from South America, two from southern Europe and one from North America. Noticeable was 

the absent of long-time top spamming countries such as Brazil and Russia as well as the complete absence of 

any central and western European countries.  

Overall, the top 10 spam countries were responsible of more than half of all spam. Their combined share was 

54.1 percent, while the top five sent more than a third of all spam (37.1 percent). Those numbers were 

significantly higher than in Q1 when the top 10 had a share of 47.7 percent and the top five 30.5 percent. 

Considering the fact that spam volumes rose in Q2, the geographical clustering of spam distribution was a 

major trend in the second quarter. 

Malware Trends 

Web malware 

The number of websites infected with malware continues to increase. By June Commtouch was tracking 34% 

more malicious sites listed in Commtouch’s GlobalView URL filtering database than there were in April. The 

categories of Web sites that were most likely to be compromised with malware are summarized in the table 

below.   

Website categories infected with malware 

Rank Category  Rank Category 

1 Education  6 Pornography/Sexually explicit 

2 Travel   7 Leisure & Recreation  

3 Business  8 Restaurants & Dining 

4 Sports  9 Health & Medicine 

5 Transportation   10 Real Estate 

The second quarter of 2013 again saw extensive use made of various Web exploit kits.  Phony LinkedIn 

invitations and Facebook notifications were a popular choice for driving recipients to infected (compromised) 

websites.  Note the “from” address in the LinkedIn invite shown below – clearly the malware distributor was 

using information from a different template.   
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Email Malware 

Following several large outbreaks in March, email

an average of 2.3 billion emails sent daily in May and June.  

 

Two major trends have emerged in the first hal

email: one is the growing localization of malware email campaigns. These are increasingly targeted on specific 

countries or areas and have two key features: one, they are written in the language of

and two, they use brands, services and products that are popular in the region in order to make the emails 

appear genuine and lure users to open attachments containing malware. In Q2, the Commtouch research 

team discovered campaigns targeting German and British users as well as such emails written in Spanish, 

Italian and Dutch that used local brands as bait for recipients.

Email-malware 
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Following several large outbreaks in March, email-malware levels dropped 30% in April before returning to 

an average of 2.3 billion emails sent daily in May and June.   

Two major trends have emerged in the first half of 2013 when it comes to the distribution of malware via 

email: one is the growing localization of malware email campaigns. These are increasingly targeted on specific 

countries or areas and have two key features: one, they are written in the language of

and two, they use brands, services and products that are popular in the region in order to make the emails 

appear genuine and lure users to open attachments containing malware. In Q2, the Commtouch research 

argeting German and British users as well as such emails written in Spanish, 

Italian and Dutch that used local brands as bait for recipients.   
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The second trend is the malware senders’ favorite tool used to get users to click on the attached files: fake 

order confirmations, invoices and similar documents. In Q2, they have become the method of choice for 

malware email senders. Mobile phone providers are especially popular targets, with tactics ranging from fake 

monthly invoices to messages announcing the user received a new MMS message. Hotel booking 

confirmations remained popular with cybercriminals, as did orders at online shops (such as the Amazon order 

shown below). One such campaign targeted online shoppers at the popular British retailer Sainsbury’s, while 

another major campaign delivered seemingly genuine train booking confirmations. Postal services were also 

used as a disguise for malware. In many of these cases, the fake emails are very professional in appearance, 

copying content from real messages and using original logos and designs.   

 

In these campaigns, a particularly effective trick was often used in such emails: in addition to the attachment 

containing the malware, the emails also included one or more links. These often led to the original websites 

of the service or company potentially used by the recipient: The idea behind this: if the user clicks on the link 

and finds that it leads to a genuine site, they might end up trusting the entire email and ultimately opening 

the attachment.  This is shown in the Amazon example above where all links are genuine (the attachment is 

identified by Commtouch Antivirus as a Trojan).   

Phishing Trends 

The phishing landscape was relatively quiet in the second quarter with phishing levels dropping by 64%. 

Online payment service PayPal remained the most popular phishing target in Q2. The basic trick remained 

unchanged: usually the emails allege that the user account has been suspended and the user needs to enter 

their data in order to reactivate it. Banks also remain a phishing target with the majority of campaigns being 

targeted attacks at users of a specific country, using local banks and the native language to increase their 

chances of appearing genuine. 

Commtouch’s research team also saw several compromised email accounts sending out links to a “Google 

doc”.  Recipients accessing the destination link were given the option to login to a range of different mail 

providers including Gmail, Yahoo, AOL, Windows Live and “other emails”.   
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The table below summarizes the categories of legitimate Web sites that were most likely to be hiding phishing 

pages.   

Website categories infected with phishing 

Rank Category  Rank Category 

1 Business   6 Streaming Media 

2 Computers & Technology   7 Real Estate  

3 Blog pages  8 Health & Medicine 

4 Shopping  9 Sports 

5 Education   10 Leisure & Recreation 
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About Commtouch 
Commtouch® (NASDAQ: CTCH) is a leading provider of Internet security technology and cloud-

based services for vendors and service providers, increasing the value and profitability of 

customers’ solutions by protecting billions of Internet transactions on a daily basis. With six 

global data centers and renowned technology, Commtouch’s email, Web, and antivirus 

capabilities easily integrate into customers’ products and solutions, keeping more than 350 

million end users safe. To learn more, visit http://www.commtouch.com/.  
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